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SECURITY PLAN
Once completed this document should be treated as confidential and protected appropriately, as it may contain information that would be useful to a potential criminal.
	BUILDING NAME:
	Oriental Institute

	BUILDING NUMBER:
	191

	OCCUPYING DEPARTMENT(S):
	Asian and Middle Eastern Studies/Bodleian Library

	REVIEW DATE:
	September 2021

	SECURITY PLAN OWNER
	Trudi Pinkerton, Facilities Administrator


Only one security plan is required for each building
The Security Plan template can be adjusted to suit local needs.

The Security Review document (Appendix A) should be completed as part of the Security Plan process and regularly reviewed in conjunction with the Security Plan.
The CCTV Management and Procedures document (Appendix B) only needs to be completed if there is a CCTV system in operation.
Emergency Action Plans (EAP) – For further information and supporting templates please visit the EAP pages on the Security Services Website.
Security Services, Crime Reduction staff, are available to advice, support and guide staff on the development of the Security Plan.

1. Introduction    
Oxford University is committed to ensuring the security and safety of all students, staff, visitors and contractors whilst within or situated on University premises.  

Under the University Security Policy, Heads of Divisions are responsible for the oversight of building and departmental security arrangements within their Division and Heads of Departments and Institutions, and Faculty Board Chairs, are responsible for the effective implementation of the University Security Policy, supporting policies and security standards at a local level.

The Physical Security Policy requires that all departments develop and maintain local building/department Security Plans; and in addition and where appropriate have in place both generic and site specific Emergency Action Plans. 

Departments are best placed to assess the risks they face, and must develop their own security arrangements. In particular they must identify their assets, understand their vulnerabilities and likelihood from attack and assign an appropriate and proportionate level of Protective Security to mitigate the risks identified.

In order to support departments in drafting and maintaining their Building/Department Security Plans and Emergency Plans, Oxford University Security Services (OUSS) has developed a number of templates which can be adapted to suit local circumstances.
In addition, a network of Security Liaison Officers (SLOs) within departments has been established across the University to develop and improve the existing security arrangements and to encourage and improve communication between OUSS and departments, with the SLO acting as the focal point for the delivery of the University’s physical security policy and supporting standards.
This Security Plan Template will assist in identifying, developing and implementing a range of control measures necessary to provide an appropriate and proportionate level of security. The table at section 4 lists a number of standard security features and recommended actions and allows you to set an appropriate level of response based on local Department threats, risks and vulnerabilities. Undertaking a security review using the OUSS Template (Appendix A) provided will further inform this process.

Security Services staff are available to provide advice, support and guidance in developing a local security plan. Once complete it will be important to ensure that standards are maintained and the plan is subject to regular review. Security Services recommend that a formal security review is carried out on an annual basis or more frequently if a specific Department security threat emerges or other local vulnerabilities are identified.

Paul Sullivan

Head of University Security Services & University Marshal

2. University of Oxford Strategic Assessment of security threats, risks and vulnerabilities 
A Strategic Assessment document is prepared for the University of Oxford by Head of Security Services and is reviewed and updated twice a year and this document identifies specific security threats that may impact on the University: crime, cybercrime, protest and occupation, domestic extremism, terrorism, and major incident response.  The threats, vulnerabilities and risk levels may change but the latest Strategic Assessment document should be considered whilst developing your building/department Security Plan.
3. Identifying local threats

Risk Assessment: Identify any security threats to your building/department and assess the ‘Likelihood’ of the event happening and if the event does happen the ‘Impact’ this would have on your day to day activities.

By applying a value to the identified threats of High (highly likely/high impact) or Low (unlikely/ low impact), it is possible to prioritise those threats that need urgent attention and those that can be dealt with by way of building/department protocols.

Risk control: Measures may need to be considered, to avoid the risk by removing it or changing the day to day activities, reduce the risk by putting mitigating measures in place, transfer the risk to a third party or retain the risk as the likelihood and impact is very low.
Any agreed control measures should be appropriate, realistic and cost effective to your identified threats, vulnerabilities and risks.
	Identify your building/department threats and vulnerabilities assess the risks and prioritise them for action.  (there may only be a few issues that need addressing)
· Fire Risk — low but with high impact

· Fire alarm panel tested weekly

· Annual fire drill takes place in Michaelmas Term

· Annual Fire Risk Assessment and building inspection completed and actions taken

· Fire panel smoke monitors (Pyrotec), fire extinguishers (Abbott Fire) checked and maintained annually and emergency lighting (Monard) quarterly

· All room holders, academic and administrative staff fully aware of fire procedures. All issued yearly with updated room holders notes which contain fire safety procedures and information

· All academic staff aware to advise visitors of evacuation procedures and students are informed at the start of the first lecture in Michaelmas Term. All fire exits are clearly signed.

· Security Breach — moderate risk but with high impact

Access controlled by key card main doors and security gate
in operation at the side of the building

· Access monitored by Receptionists — main desk, Library

reception, and video intercom in the Faculty Office

· All staff aware of how to alert Security Services and are

advised to have these numbers in their mobile phones 

and latest police "Run, Hide, Tell" advice displayed 

throughout the building. Room holder notes and lone 

worker information contains these details which are 

updated annually

· Room holders advised to lock room doors when out and

to shut windows before they leave in the evening

· Front doors are locked by the Library when it closes in the evenings. Room holders have access through the ramp side door

· Lockable filing cabinets and cupboards are installed and are available on request




4. Standard security features and recommended actions 
This section covers a set of standard security features and recommendations to help you to set an appropriate level of response and risk mitigation based on your building/department threats and vulnerabilities (as identified in section 3). Undertaking a security review using the template provided (Appendix A) will further inform this process.

	Item
	Standard

Recommended 
Action(s)
	Frequency of 
Action
	Action Owner
	Comments from Security Review Document

	Security Plan
	Review the building/department Security Plan on a regular basis the frequency to be directed by your department.

	Annual 
	Facilities Administrator
	

	Security Review Document
	Carry out an annual Security Review audit.  See OUSS template at Appendix ‘A’

	Annual
	
	

	Perimeter & Grounds
	Check the security of the perimeter and grounds on a regular basis.

Increase regularity of the checks if the threats or vulnerabilities change. 

	Monthly or as requested
	Facilities Assistant
	Carried out as requested by 
the Facilities Administrator. 
Security Services also 
patrol Pusey Lane weekly 
or as requested



	Building Perimeter & Outbuildings
	Check the security of the building perimeter and outbuildings on a regular basis.

Increase regularity of checks if the threats or vulnerabilities change.


	Monthly
	As above Facilities Administrator HAF
	Liaise with perimeter 
neighbours-Ashmolean, 
Sackler, Blackfriars-to 
identify shared 
vulnerabilities and threats 
and assist with any 
potential or actual security 
breaches with Security



	External Lighting
	Check all external lighting on a regular basis to ensure that all the lights are working.

	Quarterly or as required
	Facilities Admin/Facilities Asst/HAF/OUES/Monard
	OUES respond to Planon 
requests when faults occur, 
Faults are routinely dealt 
with by the Facilities 
Assistant, security and 
emergency lighting 
maintained quarterly by 
Monard  



	CCTV
	There is a requirement to complete the CCTV Standards and Procedures document to identify roles and responsibilities for the system, and to ensure compliance with the Data Protection Act and other legislation. (Appendix B)
Review the CCTV system on an annual basis to ensure there is a pressing need and justified reason for retaining the CCTV 


	
	
	There is currently no CCTV 
installed. Ashmolean 
loading bay, Caste Gallery 
cameras and those located 
at the rear of the Sackler 
Library capture any activity 
on the South side of the 
building. Will continue to 
monitor and review the 
requirement to install CCTV 
cameras for the Oriental 
Institute



	Item
	Standard

Recommended 
Action(s)
	Frequency of 
 Action
	Action Owner
	Comments from

Security Review Document

	Intruder Detection System
	Test the Intruder Detection System (IDS) on a regular basis.

Increase the regularity of testing if the threats or vulnerabilities increase.


	Annual or as requested
	Chris Lewis Fire and Security
	

	Reception


	Review the layout of the reception area on a regular basis
	Annual
	Facilities Admin/Hum H&S Officer
	Reception desk faces the 
main doors and the Library 
Reception has a mirror by 
which the Receptionist can 
view the front doors. Video 
intercom in the Faculty 
Office has a camera trained 
on the main doors 


	Access control and Key Management
	Check your Access Control and Key Management systems on a regular basis.

Increase the regularity of checks is the threats or vulnerabilities change.


	Annual
	Chris Lewis Fire & Security/IT Services/OUES/Salto
	Chris Lewis maintain the 
Salto access system and IT 
Services regularly upgrade 
and monitor the system 
database. Security 
Services key holder list in 
operation updated annually 
with an Emergency Call- 
Out List both of which are 
in the Disaster Recovery 
Plan held by Security 
Services, Faculty Chair and 
Administrator, Humanities 
Division Administrator and 
Safety Office



	Vulnerable Rooms
	Check the security of vulnerable rooms on a regular basis 
Increase the regularity of testing if the threats or vulnerabilities change.


	N/A
	
	

	Information Technology

Security
	Ensure that your department complies with the University’s information security requirements and complete an annual baseline self-assessment.

https://www.infosec.ox.ac.uk/compliance 


	Annual or as required
	Faculty IT Team/Hum Head of IT/HAF
	Faculty IT Committee and IT Services review and update information with regular reports at termly Subject Group and IT Committee meetings

	Personnel Security
	Review the Department Personnel Policy on a regular basis as directed by the department.


	As required
	HAF
	Right to work and CRB checks carried out by the HAF and Deputy HAF as part of the induction process for new staff and visitors or as required

	Department Evacuation Invacuation & Lockdown  Plans
	Review and test the building/ department Emergency Evacuation, Invacuation and Lockdown Plan on a regular basis.                                          


	Annual
	Facilities Administrator/HAF
	Plan written 2018 and updated annually or as required. Updated Summer 2021 and will be tested  in Michaelmas Term 2021 

	
	
	
	
	

	
	
	
	
	


5. Assumptions
Planning permission

If you are carrying out major alterations to improve security or your building is listed you may need to apply for planning permission. If you are unsure you should seek advice from Estates Services, Capital Projects teams.
Fire Regulations

If you are carrying out major alterations to improve the security of your buildings which may affect fire doors or fire escape routes please seek the advice from the University Safety Office, Fire Officer.  
Health & Safety

If you are carrying out major alterations to improve security of your building or altering any features within the building that may be deemed a Health and Safety risk you should seek advice from the University Safety Office.
6. ‘Security Alert’ – Emergency Action Plans

Building Evacuation, Invacuation/Shelter and Lockdown Plans
The purpose of building evacuation, invacuation/shelter and lockdown plans is to move or protect staff, students and visitors from real or potential danger. Dangers could include:

Natural disasters

Hazardous material situations

Bomb threat/explosion

Large scale public disorder

Hostage situation

Firearms incident

Terrorism incident

Preparedness to deal with these unexpected or unforeseen situations will increase staff and student safety and identify actions to be taken in buildings by departments to deal with and reduce the impact of such events.  Emergency Action Plans (EAP’s), need to be agreed, documented and tested on a regular basis to increase staff awareness of the procedures and the actions they should take. 
Please visit http://www.admin.ox.ac.uk/ouss/  to review the Emergency Action Plan templates that will assist in developing the building/department emergency action Plans. The EAP Templates can be adapted to suit local circumstances.
Please forward a copy of the completed building/department EAP’s to:
Lesley.nesbitt@admin.ox.ac.uk 

7. Appendices

	Document
	Document name, date and version number 

	Physical Security Review Document (Appendix ‘A’)


	

	CCTV Standards and Procedures document

(Appendix ‘B’)


	

	Attach department Evacuation, Invacuation and Lockdown plans (see point 6 above)
	Version Summer 2021

	Attach your department’s Personnel / Vetting Policy 

	


	Date actions agreed:


	

	Signature(s):


	T. Pinkerton


	Date of Security Plan review: 

(see front page)


	September 2021
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